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Incidents and issues need careful strategic management if potential crises are
to be avoided. In this article, we look at the steps risk managers can take to
ensure their organisations can avert disaster
It is widely accepted that companies with a culture of resilience are better
placed to avoid potential crises and are likely to be more
successful in the long term. Recognising this strategic priority, companies
seeking to establish resilience should aim to understand objectives and
priorities when it comes to incident and crisis management.
A crisis ready organisation is one that can reference and stick to core identified
principles, aligned with risks as identified in the risk register. As Paul Robertson,
director of business resilience at PwC notes, “A crisis management response is
defined by your ability to understand your audience and stakeholders and
then reflect your values in those relationships”. Robertson says among the
challenges around organisational leadership is making sure that whatever you
are capable of doing is linked to the organisation’s defined purpose, objectives
and values. “Within any crisis response situation, you can do a great many
things mechanically, but if they are not reflective of the expectations of
stakeholders or your values, then you have to ask yourself if you are really
delivering what is needed.” This, he states, is the basis of your relationship with
your stakeholders, and in some cases makes the difference between
continued business or otherwise.
Events themselves may take any number of forms – externally driven,
internally driven, and – more often than not – operational incidents such as IT
issues, service failures – all of which can grow into much more significant
events given the right environment. A report published by the Business
Continuity Institute and the British Standards Institution suggests IT-related
threats are continuing to provide the greatest concern for organisations,

ranking above other threats such as natural disasters, security incidents and
industrial disputes. Risk registers should also consider data breach, adverse
weather, interruption to utility supply, fire, physical security incident, health
and safety incidents, acts of terrorism and new laws or regulations. Further,
the cyber threat has quite fundamentally changed the way we must look at
incident, crisis and reputation management. Organisations must therefore put
in place plans that recognise a world without cyber borders. And while these
operational risks are the most common, there will always be the risk of the
event that arrives out of the blue – which, by their nature have already
developed into relatively severe events by the time they come to light.
Learning from the successes and failures of other organisations can make for
quick gains when searching for crisis instruction. In his book, Crisis, Issues &
Reputation Management, author Andrew Griffin examines the challenging
environment in which crises and reputations are managed, and analyses how
incidents may be corralled so as to avoid becoming crises. Indeed, Griffin
maintains that the reputation of an organisation influences whom we buy
from, work for, supply to and invest in.
Some of the following incidents may, the author points out, seem like “ancient
history”, but many have led to improvements within incident and crisis
management, helping to inform best practice today:
▪ Bhopal (getting to the scene of the incident);
▪ Piper Alpha (major incidents require media and relative response
capabilities);
▪ Exxon Valdez (if you don’t act, regulators and politicians will); •
Swissair (families can forgive if you help them remember);
▪ Pan Am (companies cannot be victims);
▪ Herald of Free Enterprise (never speculate);
▪ Deepwater Horizon (the spokesperson matters);
▪ British Midland (reputations can be built with a good crisis response);
▪ Hudson River (crises need heroes);
▪ Texas City (crisis management is about actions as well as words).

All of the above serve to demonstrate harsh realities in a number of crises that
need not be repeated.
Establishing leaders to deal with incidents and crises is central to success in
incident management. This year’s Crisis Management standard (BS 11200)
makes clear that crisis management is a strategic issue that must be owned
and driven from the top. As maintenance of plans occurs mostly at the
management rather than executive level, the standard has been written to
speak to both audiences. That said, leadership must still continue to provide
the direction and vision of the overall goal. The standard covers the core areas
of crisis management: core concepts and principles; developing and building
a capability, crisis leadership and decision making, crisis communications as
well as training, exercising and learning.
All these elements can together help build a capability to manage risks with
crisis potential and manage and recover from crises when they occur.
Why not visit the Business Continuity section of our web site and take our 10
minute Business Continuity test to see how prepared for a crisis you are.

Cowens Risk Solutions is a FREE risk management service for Cowens
Survival Capability clients, providing practical risk management support
resources and solutions.
Please visit our site www.cowensrs.co.uk, to see how we can help you with
all your risk management needs.
The main benefits of Cowens Risk Solutions are:
▪ Promotes effective risk management and control for your business
▪ Free access to our risk management advisor
▪ Free access to our guidance library including hard to get technical
guidance from third parties
▪ Save money through access to partners providing a range of health
and safety, security and fire products and services and expert analysis
and guidance at discounted prices
▪ A fully structured survey of your risk to ensure full compliance with
your insurers warranties.
▪ Experienced support through insurers surveys and risk improvement
programmes
For more information visit www.cowensrs.co.uk
For further risk advice, feel free to contact us for more information on the
services we provide.
Call +44 (0)1623 649 931, email info@cowensrs.co.uk
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